How Industry Can Benefit
from Big Data?
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Director of Performance Analysis
North American Electric Reliability Corp. (NERC)
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What is NERC?

* NERC was certified as ERO by the U.S. Federal Energy Regulatory
Commission (FERC) in 2006

* Partnership with eight (8) regional entities to manage reliability
in North America

* FERC provides oversight,
approves standards and ]
ERO budgets (NERC/regions)
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About NERC: Mission

To ensure the reliability of the North American

bulk power system

* Develop and enforce reliability standards
* Assess current and future reliability

* Analyze system events and recommend
improved practices

* Accountable as ERO to regulators in the United
States (FERC) and Canada (NEB and provincial
governments)

qidil\(_gn s 6ES

4 > Power & Energy Society®




R R R R RO RO ARRARRRRDRRDRDRDRDRBDDR
Risk Issues and Reduction

e Prioritize risk
clusters to
find the most
severe risks

e Find potential
risks to
reliability

Prioritization

L Risk Cluster
Identification

D

Intelligence §
and ‘

Measure &
Demonstrate
Results

Actionable
Risk Control
Steps

e Solve and Develop

eliminate actionable
potential risks risk control
to reliability steps
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Data-Driven Assessment

Develop reliability measures
Publish performance
trending on NERC website
Refine and implement risk
assessment tools

18 reliability indicators

First annual report

Identify areas of highest risk
to reliability

Recommend standard
changes

Issue annual state of reliability

report

Event-Driven Index (EDI)

Key Compliance Monitoring Index
(KCMI)

Condition-Driven Index (CDI)

TADS
DADS

Critical

Infrastructure
Protection

Stands Dev
&
Prioritization
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Equipment Performance - ADS

ADS = Availability Data Systems

NERC has:
 GADS (1972) — mandatory reporting (2012)
 TADS (2008) — mandatory reporting
 DADS (2011) — mandatory reporting
e SED (2012) — voluntary reporting

Provides data that feeds into benchmarking,
reliability analysis, and system risk index
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Supporting Data

Unified Platform

Reqistration
Graphical User Interface
Security and Alarm

Information Sharing

User
Registered Entities
Regional Entities

NERC

Long-Term Generation :

_
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Violations & EOP-004 and Seasonal  Transmission Outages and \ . /
Enforcement  OE-417 Assessments o tagesand  Cause Codes s PRC-003 Misop / 18 Metrics,
Records EA Appendices Cause Codes S EDI, CDI, KCMI
Event Report - o
Event Analysis Report ‘webDADS i ‘ webSED B
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Design Completed S
are
Already Demand Response Esuipment
@0 In Conceptual or Design Database ,
I - Stage K
galvin ¢ PE
BN, oo Q S
at ILLINOIS INSTITUTE OF TECHNOLOGY Power & Energy Society®



Measure Risk from Events

Severity Risk Index (SRI) Curve

SRI Component Weighting
Avoid ® Transmission

/ and Lines Lost
| Mitigate

H Generation
Lost

Loss of Load

Inverse

Impact Cost/Benefit

High Impact _|> '
Low '
Frequency
(including
CIP)

|| Repoting
. Threshold

—

; Likelihood
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Tiered Approach

Key Compliance
Monitoring Index
(KCMI)

Condition Driven
Index (CDI)

Event Driven

Galaxi '
alaxies of Risk Index (EDI)

26 Selected
Standards
Requirement

ALR1-3

ALR1-4
ALR1-5
ALR1-12
ALR2-3
ALR2-4
ALR2-5
ALR3-5

ALR4-1
ALR6-1
ALR6-2
ALR6-3

ALR6-11
ALR6-12
ALR6-13
ALR6-14
ALR6-15
ALR6-16

Risk Elements Transmission

Outage

Generation Outage

Load Loss
(MW and Duration)

View trends at http://www.nerc.com/page.php?cid=4|331
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http://www.nerc.com/page.php?cid=4|331
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Reliability Metrics

ALR 1-3 Reserve Margin
ALR 1-4 BPS Transmission Related Events Resulting in Loss of Load
ALR 2-4 Disturbance Control Standard Failures (DCS Failures)
ALR 2-5 Disturbance Control Events Greater than
Most Severe Single Contingency (MSSC)
ALR 3-5 IROL/SOL Exceedance
ALR 4-1 Protection System Misoperations
ALR 6-1 Transmission Constraint Mitigation
ALR 6-2 Energy Emergency Alert 3 (EEA 3)
ALR 6-3 Energy Emergency Alert 2 (EEA 2)
1 /IEEE
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Reliability Metrics (cont’d)

ALR1-5 System Voltage Performance
ALR1-12 Interconnection Frequency Response
ALR2-3 UFLS and UVLS Usage

ALRG-11 Automatic AC Transmission Outages Initiated by Failed Protection System

Equipment
ALR6-12 Automatic AC Transmission Outages Initiated by Human Error
ALR6-13 Automatic AC Transmission Outages Initiated by Failed AC Substation
Equipment
ALR6-14 Automatic AC Circuit Outages Initiated by Failed AC Circuit Equipment
ALR 6-15 Element Availability Percentage
ALR 6-16 Transmission System Unavailability due to Automatic Outages
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Annual State of Reliability Report

* Purpose — Objectively provide an integrated view
of reliability performance
* Serve as risk-informed input to:
— Standards and project prioritization
— Compliance process improvement
— Event analysis, reliability assessment, and CIP

* Reference for trends risks to reliability

e Offer analytical insights towards actionable risk
control



2013 BPS Reliability Remains Adequate

Bulk power system reliability stable within ALR conditions
— For 2008 to 2012, no significant upward or downward trends
— Consistent 97% AC circuit availability

Bulk Power System Transmission Related Events Resulting in Load Loss
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Frequency Response (FR) Stable

e Further analysis for El FR events with less than 1,500 MW/0.1Hz

Fit Plot for FR
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Misoperations Significant Risk Issue

e Protection System Misoperations are a Significant
Contributor to Disturbance Events and Automatic
Transmission Outage Severity

" Largest positive correlation with 2012 automatic
transmission outage severity

e Industry Actionable Steps Recommended
" 65% from three leading causes

= Summarized in Protection System Misoperations Task
Force (PSMTF) report

Performance Measure Implemented
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Equipment Failure Warrants Analysis

AC Circuit Sustained Automatic Outages by Initiating Cause Code

ETE
AC Substation and

Human Error, 11% Circuit Equipment,

A

Unknown, 14% Foreign Interference,
4%

Failed Protection
System Equipment,
8%

Lightning, 12%

Power System
Condition, 4%

Weather, excluding Other. 4%
lightning, 17%
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NERC Reliability Assessments

e Peak Demand Forecasts

NORTH AMERICAN ELECTRIC
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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* Resource Adequacy

. . 2010 Long-Term égﬁgb?llljt? Tses;ssment
° Tra nsmission Ad eq ua Cy | Reliability Assessment -
* Key Issues & Emerging [

Tre n ds =’} 2011 Long-Term ~— :
. Reliability
* Regional Self-Assessment Assessment

* Ad-hoc Special
Assessments
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Risk Assessment for Emerging & Standing Issues

Higher Emerging Issues Risk Evolution:

Environmental Transmission Siting
Regulations N o
L 2 Cyber Security
Economy
3 Issues O
2 €  Workforce Change in Resource
© ® Issues Mix
- o
Smart
Grid Reactive Power
& AMI

] ’Energy Storage
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Recent Achievements

e Reliability Considerations for Smart Grid
* Increasing Dependence on Natural Gas for Electric Power
* Reliability Issues of Climate Change Initiatives

* Impacts of Fossil-Fired Generation Retirements
(Environmental Regulations)

» Effects of Geomagnetic Disturbances
* Integration of Variable Generation

* Integrate Probabilistic Assessment into Long-Term Reliability
Assessment

* Impacts of Swift Economic Recovery
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Key Finding: Change in Resource Mix

Renewables and Gas-Fired Capacity Represent Largest Growth of Installed
Capacity Introducing New System Planning and Operational Challenges

20 Growth in Expected On-Peak
18 Capacity
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Geomagnetic Disturbances

Near Earth’s
Surface

Space +
oB

Interaction ot

: , Maxwell
Solar CME with Earth S Eq. & Earth
Flare Magnetic Cond. Model

Field

=

Grid
Model
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Reliability Model

Event Information Data Store
Risk clusters using integrated
and comprehensive datasets
Quarterly TADS reporting
Transmission inventory data

Common view of causes —
Events, TADS, GADS, Misops
and related systems
Technical analysis for
performance/risk/results-
based standards

Cause-Effect Reliability Model

Predict future performance
Statistically link reliability

reduction cause & effect
Recommend standard changes
and prioritization

<
¢ 9 Top Initiating Events
e Cover 60-70% of risk
factors
e BRIIE Index - Baseline Risk Index
for Initiating Events (Nuc Industry)
\ y
.

e Probabilistic cause/effect
model
e Quantify and predict reliability

Risk = Probability*Impact
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